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SECRET SANTIAGO 6837 

STADIS//////////////////// 

FOR ASSISTANT SECRETARY SCHLAUDEMAN ONLY EROM POPPER 

EO 11652: GDS 
TAGS: PFOR, ASEC, Cl 

SUBJECT: COMPROMISE OF CLASSIFIED INFORMATION 

REF: SECSTATE 171375 

1 . I APPRECIATE THE ATTENTION YOU HAVE GIVEN TO THIS MATTER, 

AND I AGREE WITH YOU THAT WE ARE UNLIKELY EVER TO GET TO THE 
BOTTOM OF IT. AT THE SAME TIME, WHILE ONE CAN NEVER EXCLUDE 

ENTIRELY THE POSSIBILITY OF A SECURITY BREACH OR PENETRATION 
IN AN EMBASSY SUCH AS THIS, I CONSIDER IT MOST UNLIKELY THAT 
THIS IS THE CASE IN THE PRESENT INSTANCE. LET ME TELL YOU WHY. 

2. EIRST, ONE MUST LOOK AT THE QUESTION OE MOTIVATION. IF 

THE GOC WERE READING OUR MAIL FOR GENERAL POLITICAL PURPOSES, 

IT WOULD HAVE STRONG REASONS NOT TO TELL US SO, AND NO REASON 
THAT I CAN PERCEIVE TO LAY THE RESPONSIBILITY ON OUR MILITARY 
GROUP COMMANDER COLONEL GEORGE. ON THE OTHER HAND, A SCENARIO 
CAN BE CONSTRUCTED UNDER WHICH SOME AMERICAN MILITARY AUTHORITY, 
REGARDING GEORGE AS NOT UNRESERVEDLY COMMITTED TO THE SUPPLY 
OF F-5E'S OR OTHER MILITARY EQUIPMENT TO CHILE, USES MATERIAL 
IN HIS POSSESSION TO DESTROY GEORGE'S STANDING WITH THE 
MILITARY LEADERS OE THE GOC. I DO NOT HAVE THE FACTUAL BASIS 
TO MAKE ANY CHARGE TO THIS EEFECT, BUT AT LEAST A CLEAR 
PATTERN OF MOTIVATION COULD EXIST IN THIS CONTINGENCY. IT 
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USING THE LEAKED MATERIAL TO SHOW HOW REMISS THOSE "STATE 
DEPARTMENT TYPES" ARE IN ADVANCING CHILE'S INTEREST. 

3. SECOND, THE TIMING SUGGESTS THAT THE DOCUMENT WAS 
ACTUALLY MADE AVAILABLE TO GENERAL LEIGH IN WASHINGTON. 
COLONEL GEORGE AND COLONEL RUIZ, CHILEAN AIR EORCE G-2, 

WERE IN WASHINGTON AT ABOUT THE SAME TIME. GENERAL LEIGH 
VISITED WASHINGTON SHORTLY AFTERWARD AND SUBSEQUENTLY, 
REQUESTED COLONEL GEORGE'S REMOVAL. 

4. THIRD, THERE WAS AN ACCIDENTAL ELEMENT IN THE SITUATION. 

HAD I NOT GONE TO GENERAL LEIGH IN AN EFEORT TO DO WHAT I 
COULD ON BEHALE OE COLONEL GEORGE, WE WOULD PROBABLY HAVE 
NEVER KNOWN THAT THE GOC POSSESSED THIS PARTICULAR DOCUMENT. 
AS STATED ABOVE, IE THERE WERE A FULL PENETRATION OF OUR 
EMBASSY, IT WOULD NOT HAVE BEEN COMPROMISED BY READING TO ME 
FROM A TEXT. FURTHERMORE, A SYSTEMATIC PENETRATION WOULD 
PROBABLY HAVE TURNED UP NOT AN INTERMEDIATE DRAET, BUT 

OUR EINAL DOCUMENT. 

5. EOR THESE REASONS I REMAIN OF THE OPINION THAT THE 
SECURITY LEAK VERY PROBABLY OCCURRED IN WASHINGTON. IN THIS 
RESPECT IT DIFFERS FROM THE 1974 EPISODE, WHERE SOME OF US 
HAD THE STRONG IMPRESSION THAT THE LEAK ORIGINATED WITHIN 
THIS EMBASSY. AT THAT TIME WE TRIED TO GET A SECURITY 
INVESTIGATION HERE IN SANTIAGO. MY IMPRESSION IS THAT WE 
GOT A DUSTY ANSWER. 

6. IN ORDER TO AVOID IF AT ALL POSSIBLE THE SPECULATION AND 

THE DAMAGE TO MORALE WHICH WOULD ACCOMPANY A FULL-FLEDGED 
SECURITY INVESTIGATION IN THE EMBASSY, I WOULD PREEER TO 
WAIT UNTIL WE GET THE RESULTS OF THE WASHINGTON INVESTIGATION 
BEEORE DECIDING TO PROCEED EURTHER HERE. MEANWHILE LET ME 
REPEAT THAT I AM GRATEFUL FOR YOUR EFFORTS AND YOUR THOUGHTS. 
WE MAY BE COMING BACK TO YOU AGAIN. 
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